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| CREATING A DIGITAL ID

These instructions explain how to create a Self-Signed Digital ID in Adobe Acrobat. When used with the signed PDF feature in CrystalControl, this will verify that your data has not
been altered after exporting. To verify the identity of the person performing the export, use a Digital ID from a 3rd party trusted source. This Application Note applies to Adobe

Acrobat 9, 10 (X) and Acrobat Reader 9, 10 (X). Other versions of Acrobat may require different steps. Please refer to Adobe documentation for specifics.

1 If you are using Adobe Acrobat 10, find the Tools tab and click Sign & Certify. 2 In the Security Settings dialog box, verify that Digital IDs is selected in the op-
Select More Sign & Certify, then Security Settings. tions pane. Then click the Add ID button.
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3 Inthe Add Digital ID dialog box you may choose an existing digital ID or create a

new digital ID. Click the option to create a new digital ID and then click Next.
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Reader 9, find the Advanced menu and click Extend Features in Adobe Reader.., | @ A new digital ID I want to create now
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4 Select your digital ID storage method. 6 From the Use digital ID for: dropdown menu, select how you would like your
We recommend the “New PKCS#12 digital ID file” option. digital ID to be used and click Next.
' i T 1 s i
Add Digital ID o [ Enable Unicode Support
Key Algorithm: | 1024 -bit RSA -
Where would you like to store your self-signed digital ID?
Use digital ID for: | Digital Signatures v
@ New PKCS#12 digital ID file — -
Digital Signatures

Creates a new password protected digital ID file that uses the standard PKC5212 format. Data Encryption
This commaon digital ID file format is supported by most security software applications, Digital Signatures and Data Enmcryption
including major web browsers, PKCS#12 files have a .pfx or .pl2 file extension, B3

() Windows Certificate Store | )

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications, The digital ID will be protected by your Windows login, . L. A L
PP I F ” J 7 Select the file name, location, and password for your digital ID and click Finish.

_____________________________________________________________________________________________ i ™y
Add Digital ID (oS
Enter a file location and password for your new digital ID file. You will need the password when

L g you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

5 Enter your identity information. File Name:
= ~ C:\Usersht.smith\J:\archive.pfx Browse..,
Adl Digital 1D S5 | [—]
Password:

Enter your identity information to be used when generating the self-signed certificate.

Confirm Password:

Ia:a:a:aa

MName (e.g. John Smith):  [RGELS=1uli)

Organizational Unit: IODG.‘I'ET """"""""""""""""""""""""""""""""""""""""""""""""""""""""""""
Organization Mame: |Crystal Eng.

L A
Email Address: | t_smith@crystal,

Country/Region: [US - United States 'J Your Adobe Digital Signature is created. You may now use this to sign digital docu-

ments supported by this signature type. See additional documention from Adobe

for specific details.
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ISENDING A SIGNED PDF
If you are sending a Signed PDF to a recipient for the first time, you will need to 2 Select your Digital ID File and click Export.
send your certificate credentials. Without your certificate credentials, your recipi-
. . . T , ﬁ Security Settings E
ent will see a warning message, upon opening your file, indicating the sender’s & =
. . . é‘ Add ID j Usage Options ~ \E‘ Certificate Details {
identity cannot be verified. s
Mame Issuer Stora
Time Stamp Servers Vour N ) = Your N ) = Di 't-.
1 Ifyou are using Adobe Acrobat 10, find the Tools tab and click Sign & Certify. Adobe LiveCycle Rights | | o namEEyouiea.. - Tourtiame fyatnametyourea.. T
Select More Sign & Certify, then Security Settings. . - o
e
* Sign & Certify Your Name i

Yowr Company
\! Issued by: Your MNatne
Place Signature v
our Company
Valid from: 2011/08/25 0%:39:57 -07'00"
Valid to: 2016/08/25 02:39:51 -07'00

Intended usage: Sign transaction, Encrypt document

Apply Ink Signature

Time Stamp Document

&bl d N

7 Mare Sign & Certify v
2 Clear All Signatures 3 Transmit your Certificate Exchange (.fdf) file to your recipient by emailing
[le| View Signed Version or saving it to your Computer.
'__'_,J Compare Signed Version to Current Version m
Accessibility * Data Exchange File - Export Options. E
o S ity Settil
| E: SRRRRSNTS k A Sign & Certify »
'—EE Import Security Settings Ia Security b You have chosen to export the following data:
@) Export Security Settings Security Settings... k My Certificate(s)
& Manage Trustegd Identities.., Manage Trusted [dentities... Certificates are exported to allow the recipients to validate signatures created

™ Extend Features in Adobe Reader.., by you and to encrypt documents for you. Experting your certificate does not
export your private key.

Print Production 4
If you are using Adobe Acrobat 9 or Acrobat Redactign , Export Options
Reader 9, find the Advanced menu and click Docurmnent Processing » Select whether you want to save the data to a file or share it via email:
Security Settings to open the Security Settings | ¥ Cepture g ) Email the data to someane
dialog box. ) EDF Flptimizer... _ (@ Save the data to afile
o7 Preflight... Shift+Ctrl+ X

Mext kl l Cancel
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IIMPORTING A CERTIFICATE EXCHANGE FILE

1 Locate and double-click the Acrobat FDF Data Exchange File sent to you by the

3 Select the two options indicated in the graphic. Click OK.
creator of the signed PDF you wish to open. Acrobat will open.

2 Click Set Contract Trust.

A certificate used to sign a document must either be designated as a trust ancher or

chain up to a trust anchor in order for signature validation to succeed. Revocation
Data Exchange File-Import Contact E checking is not performed on or above a trust anchor,
| Use this certificate as a trusted root |
You have ocpened an Acrobat FDF Data Exchange File containing the fellowing data:
If signature validation succeeds, trust this certificate for:
Contact Information
Sender

Signed documents er data
| Certified documents |

Email Address: wverified. user@verifiedcompany.com [

Mame: Verified User

Dynamic content

Add Certificate to List of Trusted Identities [l Embedded high privilege JavaScript

This file contains Contact information for the sender, Click Set Contact Trust to set (&
options on how to include this Contact in your list of trusted identities. Contact

infermation includes certificates that, once trusted, can be used to validate signatures
from and encrypt documents for the associated Contact.

Privileged system cperations (networking, printing, file
access, etc.)

4 You will receive a confirmation message. Click OK.

impere Comples

Impaort details:

Importing Contact ‘Verified User' succeeded.

L certificate(s) imported and adcled to Venfied User’,

4842.B



